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Number: 71 Group Cards Antipassback

Global Antipassback by Grouping Cards function is optional feature, license is required.

This document describes the functionality of Global Antipassback based on Group Cards.

This option, if selected, tells the system that cards under a single cardholder are to be grouped,
so that if one of these cards is used to enter an area, all of the cards in the group (cards assigned
to the same cardholder) will not be allowed to enter the same area. Also, any one of the cards in
the group assigned to that cardholder may be used to go into another area.

This feature is used for higher security so that cardholders who have more than one card assigned
aren’t able to pass the cards to other users.

For this functionality to work PC Decision Required and Hard Antipassback must be ON.

To Configure the Group Cards, go to system options in the option menu as shown below:

€

General Options

£ -

System Optionz System

Check in Group Cards in the General tab of Options’ Properties window.
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Options -

General ]Badge] Fort | Email |

System optionz

m Murnber of days to keep Event Histony:
365 j DR Meszage Format

Yoid cards after |.-'-‘A.S ol ﬂ
1] DAy
=1 CCTY
| IMC-LABEL |
Uzer options
[ Keyboard timeout [min.]
0 j rriit,

[ Alam sounds
[ Print &rea Report on Input Alarm on All Printers
[ Activate Card When Vizitor Checks in

s
Area status check Intereal E0 Seconds [min recommended 60]

Ok | Cancel

Add the Areas in the System as required.

=) Integra32 System
- #, Operators
:{ Holidays
'_] Schedules
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Area Properties

General I

D ezcription
%’ IM ain Enterance
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Clear Area Type
% MNone
=
= " Master
= Slave
Input
Clutput
Ok Cancel

Select the PC Decision Required in the Modes tab of Access point Properties window.

Main Enterance

X

— Options
v Autorelock
[~ Deduct uzage

[ Disable forced entry
[~ First person delay

[~ RTE Bypass DC
v PC Decizion Required

[ High security

[ Facility code maode
¥ Feport RTE

v Report door not open

¥ Feport unknown format
[ Inhikit 1D

Unlock schedule

IEIEI - Mever j
Card + PIM schedule
IEIEI - Mewver j

Ok

Cancel
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Select an Entering and Exiting Area or just the Entering Area as per your requirements and check
Standard APB Enabled in the Advanced tab of the Access point properties window.

Select Hard radio button to enable Global Hard Antipassback.

Main Enterance

Entering Area [v Standard AFB Enabled
IEI'I - Main Entermce j

o
E xiting Area Soft

o
[0z - out = -
[ Exit Reader Installed
[ &P Activity

Ok Cancel

Add a new cardholder with multiple cards assigned to the cardholder or assign multiple cards to

existing cardholder.
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% Integra32 - AxiomlLite Cardholders x|
File
o X @ om0
Mew Edit Zancel Delete Search rulki Cards F Print Receipk
Last name First hame Imitialz Cardnumber
IEard ITest I I
Cards | F'ru:ufilel F'hu:utu:ul Nu:utesl bdore Fieldsl
-1004
1 3313 Arccess level
1002 | 1 J|Master
Activation cate
| 677 /2m2 =l
Deactivation date IJzage Count
[ 171 72038 R
Status FIN Code
I.-“-‘-.-:tive j I
Type
INl:nrmaI j
™ lgnore &rtipasshack [T lgnoredute Y aid
™| Unlozk Frivileae [2]
™| High Security Frivilege (4]
I | Link Execute Priviege [3/5]
[T | Extendediunlozk time
[T Dizabled
LI—I ﬂ Sdd | Edit Eemave [Capy |
14 4 aof 159 D DI

If the Group Cards option wasn’t selected, Global Hard Antipassback applies to cards and
therefore in the above scenario, even if card 1001 has entered a specific area, card 1002, 1003
and 1004 can still enter in the same Area as can be seen in the following screen:
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. & - ° B @ g a
E Feader |npLts Outputz Fanels Areas Cardholders  Fewpads Floors Yizitore
racy
f Murmber | Laztname | Firstname | Department | Area | Date |
g 1001 Card Test liain Erterance Br7 2012 11:54:57 Ahd
é 1002 Card Test ain Erterance BrF201211:55:06 A
al I W=
Log mezsage
B/7/2012 11:54:12 Audit message: Log window cleared
E’J 6772012 11:54:54 Access requested: Card Test Card [1001] Main Enterance Panel 79-2
= B/772012 11:54:57 Access granted: Card Test Card [1001] Main Enterance Panel 79-2
E B/7F2012 11:55:05 Access requested: Card Test Card [1002] Main Enterance Panel 79-2
(3] B/7F2012 11:55:06 Access granted: Card Test Card [1002] Main Enterance Panel 79-2

With the Group Cards option selected, all of the cards 1001-1004 assigned to the same
cardholder will be checked as a group so that if one of the cards has been used to enter an
area, all the grouped cards for the same cardholder will be shown in the same Area, and
therefore if any other cards in the group tries to enter the same Area, access will be denied as
shown below:

Iy - ® ] = = ek o ”
Reader Inputs Outputs Fanels Hreaz K.eypads Floors Yigitars -
E £ Number|Lastname Firstname |Depar‘tmer|t |.ﬂ.rea |Date
% 100 | Card Test Main Erterance BIFr2012 11:58:53 A
@ 1002 Card Test Main Erterance BiTr2012 11:55:55 A
E 1005 Card Test Msin Erterance BIFr2012 11:55:55 A
8 1004 Card Test Main Erterance BiTr2012 11:55:55 AM
4l [ |
Date Log mezzage -
6772012 11:58:43 Audit meszage: Record changed [System Options)
6772012 11:58:55 Access requested: Card Test Card [1001]) Main Enterance Panel 79-2
" 6772012 11:58:55 Access granted: Card Test Card [1001) Main Enterance Panel 79-2
° 6£772012 11:59:01 Access requested: Card Test Card [1002] Main Enterance Panel 79-2
= 6772012 11:59:01 Access demed: APB violation Test Card [1002] M ain Enterance Panel 79-2
E 6772012 11:59:04 Access requested: Card Test Card [1003]) Main Enterance Panel 79-2
= 6772012 11:59:04 Access denied: APB violation Test Card [1003]) Main Enterance Panel 73-2
6772012 11:59:07 Access requested: Card Test Card [1004]) Main Enterance Panel 79-2
6772012 11:59:07 Access demed: APB violation Test Card [1004) Main Enterance Panel 79-2
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