BFR-AXX

Fingerprint Reader

INSTALLATION
MANUAL




Step 1:

Connection - Remove the BFR from its packaging and connect it to the control panel’s
reader port and to the LAN as shown in Fig 1.
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Step 2:

Configuring IP — There is two methods to configuring the IP address for the BFR-XXX
fingerprint reader. You can use “IP Locator” and /or “the built in Web page”.

Method 1:

IP Locator - On the AxiomV™ or Integra32™ CD in the Communication folder, locate
the IP Locator program and run it. Selecting the ‘Refresh’ button will display all units in
the upper box as shown. Select a unit to change, and its data will be displayed in the
fields below. Change the data as required and select “Alter”. A password box will
appear (the default is password is blank, no password). This will change the IP to the
desired network address.

isii!| [P Locator

Administratars  Help

RBH-BFR-200-E[(H\128.100.1.55  25b.255.255.0 128.100.11 00 OE E3 01 A8 3C

.. — _ — — 1 T
Broadcom Met<{treme b7xx Gigabit Controller - P 3 ||:I i |EI .||:I - |EI .
Symantec Hetwork Security Miniport Ezit
Subnet Mask : ||:| |EI ||:| |EI
Active Route : Gateway - |E| |EI |E| |EI

IP Address : 125.100.75.9
Subnet Mask : 255.255.255.0 Mac Address - |
Gateway - 125.100.75.1 —
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Method 2:

Built in Web Page — Change your computer’s IP address to be in the acceptable range of
the BFR-XXX’s default IP [192.168.0.66]. In your web browser enter the Default
address of the BFR-XXX and the following box will appear.

Connect to 128.100.1.55

The server 128.100.1,55 at BFR-2005 requires a username
and password,

Warning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
without & secure connection),

User narme: | | % w |

Password: | |

[Jremember my password

[ K H Cancel ]

Enter User name “RBH” and Password “password” (it is case sensitive) and the
following window will appear.
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_é' Fingerprint System - Windows Internet Explorer - |EI|5|

—
&40 "2 A | 2 Fingerprint System x SR

| File Edit View Favorites Toolks Help

TERMINAL STATUS

System Status
Product Name :  RBH-BFR-2005(HW1.2)
Firmware Version: 4.00.03.Feb 2 2012
System Time : | 03/02/2012 08:53:26 GMT-03

Terminal ID: 1
@ By cCard ID

® By Employee ID
® By Last Name Registered User: 3

SEARCH Log Count: 132

Weigand Format: Customize

Description: REH

4 Terminal Weigand Qutput: Customize
Ethernet Status

View User List
Add Employee MAC Address: (00:0e:e3:02:48:1fF

System Log IP Address:  125.100.75.118
Administrator Setup Subnetmask : 235.255.255.0
Terminal Setup
Wiegand Setup
Wiegand Format Primary DNS: 1689511
Communication Setting
DDNS Setup

Clock Setup

Time Set

Time Zone Setup

Default Gateway :  125.100.75.1

4 Tools

Device Admin
Reboot
Upgrade Firmware

Reset -4 | _,I

Select the Communication Settings to go to the IP configuration page. Edit the IP
settings and click on SAVE.

/ Note: Always use STATIC IP for Type and TCP SERVER for Connection
Mode.
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p_é' Fingerprint System - Windows Internet Explorer

T

(AT

Search Em

© By Card ID
® By Employee ID
® By Last Name

[ SEARCH |

4 Terminal

View User List

Add Employee
System Log
Terminal Status
Administrator Setup
Terminal Setup
Wiegand Setup

Wi d F it

DDNS Setup
Clock Setup
Time Set

Time Zone Setup

4 Tools

Device Admin
Reboot
Upgrade Firmware
Reset

Web Verd.0

Euild Date 09/29/2011

p://125.100.... O ¥

Step 3:

-10] x|
&|[*#[ %] & Fingerprint System x .9 625
COMMUNICATION SETTING
Net Mode ITYF'E' STATIC IP vl
IPAddress  [1p5 | 100 . [75 . 118
Subnet Mask [55 . 55 .55 . [o
Default Gateway IP |-| 25 i |-| oo i |?5 X I]
DNS Server IP |155 i |95 I] i I]
Operation Mode ( Software Used )
Connection Mode ITCP SERVER 'I
Port Number |2ODO
WEB Managemant Port
Http Port Management g UNBLOCK(80) C BLOCKI
Access Key( Software Used )
@ Disable C Enable [00 :[00 :[o0 :[0o0 :foo :[oo
e ]
A | |

Click the SAVE button.

Configuring Weigand Output — You can either select one of the predefined weigand
formats or configure a customize format. To select one of the predefined formats, click
on Weigand Setup, and select the required format in both the fields as shown below and
click on SET.
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(:‘ Fingerprint System - Windows Internet Explorer -0l =l

g

@ __-—r~|£_- Attp: //125. 100, 75. 118 =) ES |;-'?'_: il
. Favarites | = & | Suggested Sites ~ @& | Web Slice Gallery -
(& Fingerprint System | ‘ % - Bl - ] = - Page~ Safety~ Tools~ (g~
Wiegand Setup
| WiegandFormat:| [RBH50Bits ] (Default: 34 Bits)
* ENABLE " DISABLE
Wiegand Output :
Output Format : [{alsInksA=ME | (Default: 26 Bits )
‘ SET
@ By Card ID
® By Employee ID
® By Last Name
SEARCH
4€ mina
View User List
Add Employee
System Log
Terminal Status
Administrator Setup
Terminal Setup
Wiegand Setup
Wiegand Format
|Dor|e I_I_I_I_I_IE|@ Internet | Protected Mode: On | 3T | . 100% ~ 2

For a customize format, first need to configure the format in Weigand Format window. Put in all
the format information as shown below and click on SET.
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(f' Fingerprint System - Windows Internet Explorer =10 x|

@nvh:; http://125.100.75. 118/ [=] | Bt || #2 || X | | 2 Bing £~

1. Favarites |':.¢. & | Suggested Sites ~ & | Web Slice Gallery -

& Fingerprint System | | S v E] - [ == - Page - Safety~ Tools - -
Wiegand Config r
Wiegand Name : ||34BitALBA |[15 Char. Max]‘
CUSTOMIZE(HEX)

Number of bits(9-40)

|F'a|ri1:5I even bit map

e

& By Card ID Bits 8-O0F

® By Employee ID Bits 10-17

® By Last Name L
Bits 18-1F

SEARCH

Bits 20-27

Bits28-2F

Bits30-37

View User List :
Add Employee Bits38-3F

System Log IParity odd bit map
Terminal Status :

Administrator Setup Bits 0-7

Terminal Setup |B1t5 Q.0F

I— I_ I_ I_ I_ I_ I_ |Q Internet | Protected Mode: On

T

[

‘A | HW0% - g

The new format configured will now show in the list of formats in Weigand Setup window.
Select the format and click on SET.

RBH Access Technologies Inc. Page 8 of 11 BFR Installation Manual



f’:‘ Fingerprint System - Windows Internet Explorer 101 =l

P

[« ISh ] nttp://125.100.75.118 El| Bl # | x| ]2 sing P~
©.p Favorites | 1= & | Suggested Sites - @& | Web Slice Gallery ~
& Fingerprint System ‘ | f - E] - ) = - Page - Safety - Tools - ﬂ'

Wiegand Setup

| Wiegand Fomat:| [34BitalBA | (pefauit: 34 Bits)

 ENABLE " DISABLE
Wiegand OQutput :

Output Format : [Exaslia M/, ~ | (Default: 26 Bits )
| SET

@ By Card ID
® By Employee ID
® By Last Name

SEARCH

4 ermina

View User List

Add Employee

System Log

Terminal Status
Administrator Setup
Terminal Setup
Wiegand Setup
Wiegand Format
Communication Setting

| ’_ ’_ ’_ ’_ ’_ ’E | mternet | Protected Mode: On

A v | m10% - g

Firmware Upgrade

If Firmware upgrade is required on BFR fingerprint unit, click on Upgrade Firmware on the web
browser page.
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p{‘ Fingerprint System - Windows Internet Explorer - |Elli|

e

Q., ,.=|g 1ttp://125. 100.75. 118 j | ||| X I/-'E'; L=
1.; Favorites | = | Suggested Sites ~ @ | Web Slice Gallery ~

(& Fingerprint System | | M~ B v ) s o+ page - Safety~ Toos~ @+

W By Card ID -

® By Employ TERMINAL STATUS

® By Last Name

SEARCH
System Status

P Termina Product Name : EBH-BFE-2005(HW1.2)

Firmware Version: 40003 Feb 22012
View User List i . .
Add Employee System Time :  03/02/2012 09:19:15 GMT-03

System Log Terminal ID: 1
Administrator Setup LESEL AT | LA
Terminal Setup Registered User: 3
Wiegand Setup
Wiegand Format
Communication Setting Weigand Format: Customize

Log Count: 132

DDNS Setup VWeigand Qutput: Customize
Clock Setup

Time Set
Time Zone Setup MAC Address:  00:0e:e3:02:48:1f

Ethernet Status

IP Address: 125.100.75.118

Subnetmask: 2352352550
Device Admin
Reboot
Upgrade Firmware Primary DHNS : 168951.1
Reset

Web Verd.0

Build Date 09/29/2011 | |

~|4]
| ,_I_I_I_I_IE|@ Internet | Protected Mode: On A [Bw0w - g

Default Gateway :  125.100.75.1

Browse the upgrade file/files provided, (You may need to upgrade the Firmware on unit
as well as Web browser) and click on UPGRADE.
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> Fingerprint System - Windows Internet Explorer =10 5'

.vlg 1tin: //125.100,75. 118 j &M | X |/-'5'; P
1.; Favorites | 1= £ 5u ~ ] Web Slice Gallery
@FingerprintSysbem | | ’.'|\ - G - [ @ ~ Page r Safety~ Tools = @-

{ UPGRADE

© By Card ID

#® By Employee ID

® By Last Name

Warning: Upgrade must NOT be interrupted

Please select a file to upgrade : Browse... | UPGRADE |

SEARCH

Tar
4€ mina

Add Employee
System Log
Terminal Status
Administrator Setup
Terminal Setup
Wiegand Setup
Wiegand Format
Communication Setting
DDNS Setup

Clock Setup

Time Set

Time Zone Setup

g i Bl
‘Done l_l_l_l_l_’?‘@ Internet | Protected Mode: On 3T | H100% ~ 4

For integration with AxiomV™ or Integra32™ see TB65 BFRQuickConfigGuide on the CD.
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